ATTACHMENT S
PARENTS’ BILL OF RIGHTS
FORDATA PRIVACY AND SECURITY

To satisfy their rggonsibilities regarding the provision eflucatiorto studentsn pre-

kindergarten through gradeelve, “educational agencies” (as defined below) inStagéeof New
York collect and maintain certapersonally identifiablenformation fromthe educatiorrecords
of their students.As partof the CommonCore ImplementatioReformAct, EducationLaw 82-d
requires that each educatad agencyn the Stateof R e f o] r







A moredetaileddescriptionof thePPPLis available from the Committe® Open Governmeiuif
the New YorkDepartmenbf State. Guidance on what you should know aboutRPLcanbe
accessed dittp://www.dos.ny.gov/coog/shldnol.htniThe Committeeon OpenGovernment’s

addresss Committeeon OpenGovernmentDepartmentof State, One Commerce Plaza, 99
Washington Avenuesuite650, Albany, NY 12231, theiemailaddresss coog@dos.ny.gov, and
their telephone numbes (518) 474-2518.

A. Parents’ Rights Under Education Law §2-d relating to UnauthorizedRelease of
Personallyldentifiable Information

1. What “educational agencies” are includedn the requirements of Education Law

§2d?
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The New York State Education DepartmgiYSED”);
Eachpublic schooMistrict;

Each Boaraf Cooperative Education8lervices or BOCES; and
All schoolgthat are:

a publicelementaryr secondary school,

a universal pre-kindergarten program authorized pursuant to Education Lang3602-
anapproved provider of preschogpecial education séces;

any other publicly funded p#lendergarterprogram;

a school serving children in a special schooldistrict asdefined in Education

Law 4001; or

certainschoolsfor theeducatiorof students with disabilitiesan approved private
school, astatesupported school subjeictthe provisions of Education Ladrticle

85, or astateoperatedschoolsubjectto Education LawArticle 87 or 88.

2. What kind of student data is subject to the onfidentiality and security requirements
of Education Law §2-d?

Thelaw appliesto personally identifiable informatiocontained in student records of an
educational agendistedabove. Theterm




(a)Otherinformationthat, alone or in combination, lisked or linkableto a specific
studenthatwould allowareasonable person ihe school community, whadoes not
have personal knowledge thfe relevant circumstances,identify the student with
reasonable certainty; or

(b) Information requestely aperson who the educatioregencyor institution
reasonably believes knows the identity of the student to wheraducation record
relates.

1. What kind of student data isnot subjectto the confidentiality and security
requirements of EducationLaw §2-d?

Theconfidentiality and privacyrovisions of Education Lag2-d andFERPAextendonly to

P11, andnotto studentdatathatis not personally identifiableTherefore, deidentified data (e.g.,
data regating students that uses randatentifiers),aggregated data (e.gata reported dhe
school district level) oanonymized data that could not be used to identify a partiswldent is
not considered tbePIl and isnotwithin the purview ofEducation Law 82-d orwithin the scope
of thisParents’ Bill of Rights.

2. What are my rights under Education Law § 2-d as a parentegarding my student’s
PII?

Education Lawg82-d ensurethat, inadditionto all ofthe protections and rights of parents under
the federal FERPA law, certain rights will alse provided under the Education Law. These rights
include, butarenot limited to, the fo,-2 (u)o10 (e)2 (. -10 1 (ong]TJ -0.01 TTc 0.00414w 5.31 0 Td [(i))e10 (|






o Whenappointed, th€hief PrivacyOfficer of NYSED will alsoprovide a
procedure within NYSED whereby parerggjdentsteachers,
superintendents, school board memberiscipals, andther persons or
entitiesmayrequesinformation pertaining to studedata or teachesr
principal APPR data iratimely and efficientmanner.

1. Must additional elementsbe included in the Parents’ Bill of Rights.?

Yes For purposes of further ensuring confidentiality and secafistudendata, as an
appendix taheParentsBill of Rights each contract aeducational agenagntersnto witha
third party contractor



Services ofathird party contractor coverathder Educatiohaw 82-d include, but nolimited
to, datamanagemendr storageservicesconducting studie®r or on behalf ofthe educational
agencyor audit orevaluationof publicly funded programs.

When an educational agency enters into a contridieta third party contractor, undewhichthe
third party contractowill receive studerdata, the contract or agreemanist include a data
security angrivacy planthat outlines hovall state, federal, and local data security and privacy
contractrequirements will be implementederthelife of the contract,consistent with the
educational agentg/policy on data security and privacy.

However, the standards for an educati@wncy’spolicy on data security and privacy must be
prescribedn Regulations of th€ommissionethathave notyet beenpromulgated. A signed
copy of the Parents’ Bill of Rights must be included, as wedl esquirementhat anyofficersor
employee®f thethird party contractor and its assigneefo haveaccesso studentdata or
teachemor principaldatahavereceivedor will receive trainingon thefederal andstatelaw
governing confidentiality of such data priorreceiving access.

Each third party contractor that enters ir@ccontractor other written agreementwith an
educational agenaynderwhich thethird party contractor will receivstudent data or teacher or
principal data shall:

o limit internal access to education recamthose individualshat are determined
to havelegitimateeducationainterests

0 not use theducation record®r anyother purposethanthoseexplicitly
authorized in itgontract;

0 except for authorized representatives of the thandy contractorto the extent
they are carryingutthe contractnot disclose any PIl tanyotherparty (i)
without the priomwritten consent of th@arentor eligible student; or (ii) unless
requiredby statite or court order and the party providesotice of thalisclosure
to NYSED, district board of education, or institution that provided the
information ndaterthan the timehe information islisclosed, unlegsroviding
notice of the disclosure is expdy prohibited bythe statuteor courtorder;

0 maintainreasonable administrativieschnical and physical safeguards to protect
the security, confidentiality andtegrity of Pl in its custody;and

0 use encryption technology to protect datale in motionor in its custodyfrom
unauthorized disclosure

1. What steps can and must be taken in the evenf a breach of confidentiality orsecurity?

Upon receipt of a complaint or other information indicating #third party contractor mayave
improperlydisclosed student data, or teacher or principal APPR data, NYSED’'s&iaty
Officer









interestf theofficial needgo review an education recoirdorderto fulfill his or her professional
responsibility.

[Optional] Upon request, the school disclosdscation recordwithoutconsento offt
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