
 

 
 
 
 
 
 
 
 
 
----------------------------------------------------------- 
In the Matter of 
A Privacy Complaint 
Filed Against          Review and Determination by 
            New York State Education Dept. 
            Chief Privacy Officer



2 
 

Applicable Law 
 

FERPA1 protects the privacy of student educational records and places 
restrictions on the release of students’ Personally Identifiable Information (“PII”). 
Also, New York has adopted additional privacy laws and regulations.  Education Law 
§ 2-d2  protects PII from unauthorized disclosure and provides parents with rights 
regarding their child’s PII, especially as it pertains to third party contractors.  

 
In accordance with the requirements of Education Law § 2-d NYSED has 

adopted a § 2-d Bill of Rights for Data Privacy and Security that authorizes NYSED’s 
Chief Privacy Officer to address parent complaints about possible breaches and 
unauthorized disclosure of PII. Section 121.1(a) of the Regulations of the 
Commissioner of Education defines a breach as the “unauthorized acquisition, access, 
use, or disclosure of student data and/or teacher or principal data by or to a person 
not authorized to acquire, access, use, or receive the student data and/or teacher or 
principal data.”  Section 121.1(t) of the Commissioner’s Regulations defines an 
unauthorized disclosure or release as “any disclosure or release not permitted by 
federal or State statute or regulation, any lawful contract or written agreement, or [a 
disclosure] that does not respond to a lawful order of a court or tribunal or other 
lawful order.” 

 
 
District Response 
 

The District admits that it shared address and cell phone information with the 
MBK program coordinator (the “coordinator”) and that a group text was created using 
cell phone information inviting families to join the MBK mentoring program at an 
informational dinner. The District asserts that Complainant’s information was 
included because Complainant sought support for the student the previous year.   
Upon learning that the Complainant wished to be removed from the list and that the 
student would not participate in the program, the Assistant Principal emailed 
District staff and the student was removed from the distribution list.   

 
The District further states that it has trained all of its employees and the 

coordinator on student privacy and that it does “not feel [it] had breached any privacy 
laws or had acted arbitrarily in sharing the information. The information was shared 
with a district program coordinator, not an outside organization, as described.” 

 
Finally, the District denies that it limited Complainant’s access to the parent 

portal.    

 
1 20 U.S.C. 1232g; 34 C.F.R. Part 99   
 
2 N.Y. EDUC. LAW § 2-d 
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The PII was also shared with other parents of students participating in the 

MBK program through a group text created by the District. The District states that 
it has found transmitting information via email to be an “ineffective” method to 




